
A Data Privacy and Security Checklist for Management

The recently-issued 2013 Verizon Enterprise Data Breach Investigations Report finds that 

businesses continue to experience serious and often costly data breach incidents. The Report also 

notes that many of these incidents might be prevented, or their effects mitigated, if appropriate 

data security practices and policies were in place. The checklist below includes basic questions 

that businesses should consider in managing data security and privacy compliance risks.

Does the company have:

o A written information security policy that covers physical, administrative and 

electronic aspects of security and (i) is compliant with applicable state and federal 

law, (ii) adopts one or more recognized independent standards for information 

security, and (iii) has been approved by senior management and/or the board of 

directors?

o A data breach preparedness and response plan designed to minimize legal, financial 

and reputational risk from data security incidents? 

o Written employee policies addressing appropriate use of company IT systems 

and the Internet, including use of social media, mobile devices (e.g., BYOD) and 

telecommuting? 

o Periodic privacy and security awareness training programs for employees and 

contractors who have access to or process personal or sensitive company 

information? 

o Standard contractual terms with third party service providers (e.g., outsourcers, 

subcontractors) that protect personal information and company data in accordance 

with applicable state and federal laws (and in accordance with any contractual 

obligations of the company to its customers or business counterparties)? 

o An officer or management committee that is tasked with overseeing company 

compliance with applicable data privacy and security laws pursuant to an information 

governance process that includes enforcement of company policies? 

o A process for conducting background checks of prospective hires, employees and 

consultants in compliance with applicable U.S. law? 

o A process for periodic risk assessment of changes in the company’s privacy and 

security environment that may warrant changes to company policies and procedures? 

o Compliant privacy and security policies and procedures for handling personal health 

information if it is a covered entity or a business associate under the Health Insurance 

Portability and Accountability Act (HIPAA)?

o Cyber-risk insurance coverage for potential losses and third party claims involving 

data breaches, data loss and related business interruption?
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This publication is a summary of legal principles. Nothing in this article constitutes legal advice, 

which can only be obtained as a result of a personal consultation with an attorney. The information 

published here is believed accurate at the time of publication, but is subject to change and does not 

purport to be a complete statement of all relevant issues.

*”Personal Information” under various U.S. state and federal laws, as well as international 

laws, may include some or all of the following: (a) any information from which an individual can 

be identified; (b) any information concerning an individual that would reasonably be considered 

nonpublic personal information; (c) any information that, although not in itself identifying an 

individual may readily be linked to publicly available data and thereby result in identifying such 

individual; (d) (i) an individual’s name, address, e-mail address, IP address, telephone number, 

unique device number (e.g., smart-phone), persistent electronic identifier,  social security number, 

driver’s license number, passport or other unique government-issued identification number, 

biometric identifying data (e.g., fingerprint, iris scan, voice or facial recognition data); (ii) the fact 

that an individual has a relationship with a business and/or its parent, affiliated or subsidiary 

companies; (iii) an  individual’s financial or credit account information or history, including credit 

and debit card account numbers, security codes and/or related PIN numbers, or credit history; (iv) 

any information regarding an individual’s health or medical history or treatment or payment for 

medical treatment; and (v) any other information of or relating to an individual that is protected 

from disclosure by applicable privacy laws (e.g., information on gender, race, ethnicity, political 

affiliation, union membership, religion, sexual orientation).
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