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Banking and Bombs:
What the Linde Verdict Portends

hings did not go as Arab Bank had

hoped. After 10 years of litigation and

a five-week trial, a federal jury in Brook-

lyn took only two days to reach its ver-

dict: Jordan’s Arab Bank PLC is liable to
the plaintiffs for providing material support in
the form of financial services to Hamas, a U.S.
State Department-designated foreign terrorist
organization (FTO). The damages phase has yet
to be tried, so the bottom line impact on Arab
Bank is not yet known. But the verdict in Linde
v. Arab Bank, 04-cv-02799 (E.D.N.Y.), should
serve as a warning to international financial
institutions: The consequences of ineffective
monitoring of financial transactions for suspi-
cious activity are potentially dire.

The Case Against Arab Bank

The Linde plaintiffs are hundreds of U.S.
nationals who were either victims of interna-
tional terrorism or the relatives of such vic-
tims. They brought a private action under the
Anti-Terrorism Act (ATA), 18 U.S.C. §§2331 et
seq., against Arab Bank for knowingly provid-
ing material support in the form of financial
services that enabled Hamas to carry out 24
terrorist attacks between 2001 and 2004. The
plaintiffs specifically alleged that Arab Bank
transferred millions of dollars to Hamas oper-
atives and charities serving as Hamas front
organizations, and facilitated cash payments
to families of Hamas operatives, including sui-
cide bombers. These payments were part of a
“martyr” payment program sponsored by an
entity called the Saudi Committee for the Sup-
port of the Intifada Al Quds (Saudi Committee).

The Hamas attacks targeted civilians in
Israel at bus stops, restaurants, hotels, and
other public places, killing hundreds of victims,
including U.S. citizens. Among them was the
March 27, 2002, suicide attack on Holocaust
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survivors celebrating Passover at the Park
Hotel in Netanya, Israel, which killed about 30
people and wounded more than 100. Another
charged attack was the Aug. 9, 2001, suicide
bombing of the Sbarro pizzeria in Jerusalem,
which killed or injured 130 people. Another
Hamas suicide attack on Jan. 22, 2002, killed
two and wounded 40, when an attacker opened
fire with an M-16 on a Jerusalem bus.

At trial, plaintiffs offered the deposition
testimony of Arab Bank’s compliance officer
for Ramallah, Tayseer Sadeq, who admitted
that Hamas founder Sheikh Ahmed Yassin, a
customer of Arab Bank, was “known through-
out the world through the mass media...[and]
that he is the head of the Hamas organization
in the Palestinian Territories, and this is no
secret.”! Plaintiffs called experts to testify that
certain account-holders at Arab Bank were well-
known members of Hamas, and that some of the
charities banking with Arab Bank were openly
associated with Hamas. One witness testified
that one of the Hamas-affiliated charities made
its facility available to the families of suicide
bombers as a place of mourning.

In the end, the jury found Arab Bank
had proximately caused all 24 alleged
Hamas attacks.

Knowledge Element of ATA

Linde was the first civil trial of a bank under
the ATA. The plaintiffs were required to prove
that Arab Bank “knowingly” provided bank-
ing services to Hamas or Hamas-controlled
organizations, and that the provision of these

banking services proximately caused plaintiffs’
injuries. District Judge Brian Cogan, who pre-
sided over the Arab Bank trial, instructed the
jury that “[a] person acts knowingly if he acts
intentionally and voluntarily, and not because
of ignorance, mistake, accident, or careless-
ness.” He also instructed the jury on willful
blindness, telling the jury that it could find
Arab Bank acted knowingly if plaintiffs proved
that “defendant deliberately closed its eyes to
a fact that otherwise would have been obvious
to it.” In deciding whether Arab Bank acted
knowingly, the court also instructed the jury
that it may consider evidence related to “defen-
dant’s policies and procedures, and banking
industry standards and practices.”

The court’s invocation of banking indus-
try standards put into play Arab Bank’s anti-
money laundering (AML) compliance practices
and procedures. In this regard, Arab Bank was
hampered by a 2010 ruling sanctioning it for
failing to produce key documents, including
account records for customers with ties to
Hamas, internal communications relating to
the Saudi Committee, and Know Your Cus-
tomer (KYC) documentation for thousands
of beneficiaries under the Saudi Committee’s
“martyr” payment program.

‘Linde v. Arab Bank’should serve as
a warning to international financial
institutions: The consequences of
ineffective monitoring of financial
transactions for suspicious activity
are potentially dire.

Citing foreign secrecy laws, Arab Bank had
refused to produce key banking records for
account-holders at issue in the case. The
court found that these documents could
have substantiated plaintiffs’ claims that Arab
Bank knowingly provided material support
to Hamas. The court ruled that Arab Bank
would not be permitted to make any argu-
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ment or offer any evidence regarding its
knowledge or intent to support Hamas that
could be refuted by the withheld documents.
The court also imposed an adverse inference
sanction, instructing the jury that it may infer
from Arab Bank’s refusal to provide the docu-
ments that Arab Bank had provided financial
services to Hamas knowingly.?

AML Compliance Programs

Arab Bank was not charged with Bank Secre-
cy Act (BSA) or Office of Foreign Asset Control
(OFAC) violations. However, its AML compli-
ance programs were essentially put on trial,
as the jury heard evidence from both sides
on Arab Bank’s knowledge or ignorance of its
customers and their financial transactions.

Plaintiffs sought to establish that Arab Bank
did not have adequate AML checks in place
and that its automated monitoring systems
and internal controls were inadequate. They
contended that Arab Bank could not hide
behind these automated filters to shield it
from liability. To this end, plaintiffs drew the
jury’s attention to charts and faxes sent to
executives at Arab Bank’s Palestinian branch
listing the causes of death of three of the men
whose families received payments from the
Saudi Committee for “martyr operations.”
Plaintiffs offered deposition testimony of Arab
Bank’s former global head of operations, who
stated that if he had seen these faxes and
spreadsheets in the London office, he “would
have immediately commissioned probably a
multiple suspicious activity report.”

Arab Bank, on the other hand, sought to
demonstrate to the jury that it merely pro-
vided “routine financial services” and had
no intention of providing support to Hamas
or any other known terrorist organization. It
touted Arab Bank’s AML efforts while offering
expert testimony that it was not the custom and
practice of banks in foreign countries to per-
form extensive Know-Your-Customer checks to
understand customer background and source
of funds prior to 2001. To no avail.

Consent Agreement

Plaintiffs also sought to demonstrate the
inadequacy of Arab Bank’s AML compliance
procedures though evidence of a 2005 enforce-
ment action against the New York Branch of
Arab Bank PLC by the Department of Trea-
sury’s Financial Crimes Enforcement Network
(FinCEN) and Office of the Comptroller of the
Currency (OCC). This enforcement action
resulted in a $24 million civil penalty and
the suspension of wire transfer operations
(FinCEN and OCC Assessment).

FinCEN and the OCC cited the New York
Branch for BSA violations, specifically, the fail-
ure to implement an adequate AML program
and manage the risks of money laundering and

terrorist financing in connection with its dollar
clearing transactions (the conversion of pay-
ments in foreign currency into U.S. dollars).
They also cited the Arab Bank New York Branch
for violating the suspicious activity reporting
requirements of the Bank Secrecy Act.

In a Sept. 16 trial order, the court declined
to admit the FinCEN settlement as substan-
tive evidence, due to its potential for undue
prejudice. However, the court did allow the
plaintiffs to use the settlement for the limited
purpose of impeaching testimony offered by
Arab Bank touting the strength of its com-
pliance programs. The court explained that
“allowing a witness to take the stand and dis-
cuss the strength of defendant’s compliance
programs, without permitting plaintiffs to
impeach that testimony with the findings of
a government investigation to the contrary,
would itself have been unfair.”®

Banks are required to do more
than run names through auto-
mated filters. They must use all
information available and draw
reasonable inferences from that
information to actively avoid
supporting unlawful activity,
including terrorism.

Plaintiffs also sought to independently
establish some of the same underlying facts
that were the basis for the FinCEN and OCC
Assessment, without direct reference to the
Assessment itself. For example, plaintiffs
submitted evidence to the jury on specific
U.S. dollar-clearing transactions for terrorist-
front organizations such as the Holy Land
Foundation for Relief and Development, an
organization that raised funds for Hamas in
the United States and was designated a For-
eign Terrorist Organization in 2001. These
transactions were cleared through the Arab
Bank New York Branch without generating
suspicious activity reports.

In response, Arab Bank sought to demon-
strate that all transactions electronically pro-
cessed by its New York Branch were screened
against the OFAC blacklist, which identifies
all U.S. designated FTOs, Specially Designat-
ed Global Terrorists (SDGTs) and Specially
Designated Nations (SDNs). Arab Bank also
introduced evidence that it ceased process-
ing funds transfers for parties once they were
added to the OFAC blacklist.

Evidence concerning the FinCEN and OCC
Assessment was consistent with plaintiffs’ over-

all case in that it showed the failure of Arab
Bank to gather information on the potentially
suspicious nature of funds transfers and its
undue reliance on other Arab Bank branches
in the Middle East to vouch for customers.

Lessons from Arab Bank

Arab Bank’s defense relied heavily on the
automated AML screening procedures that
were, it said, consistent with banking indus-
try practices. But plaintiffs argued otherwise,
contending that automated screening is not
necessarily sufficient on its own, even if it is
an industry standard. The court’s jury instruc-
tions echoed this very point: “compliance with
industry standards does not necessarily shield
a defendant who knowingly provides material
support to a foreign terrorist organization.””
And the jury evidently agreed with plaintiffs.

AML compliance software is a good thing.
But it is not enough. Banks are required to
do more than run names through automated
filters. They must use all information available
and draw reasonable inferences from that infor-
mation to actively avoid supporting unlawful
activity, including terrorism. The fact that Arab
Bank’s AML programs—for whatever reason—
did not prevent the bank from providing finan-
cial services to Hamas demonstrates that the
use of such programs is not in and of itself insu-
lating. A compliance failure can leave a bank
vulnerable to questions about its intentions
and motives, even if it is acting in good faith.

Terrorism financing is a global enterprise,
and all banks must ensure robust and credible
compliance programs are in place worldwide to
protect against the risks of money laundering
and terrorism financing.
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