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The Rise of ‘Failure to Prevent’ Crimes
and CCO Liability

BY DAVID RING
AND CLAIRE COLEMAN

n this day of market meltdowns, failed

recalls, and foreign bribery scandals, it’s

commonplace to hear calls for criminal
prosecution of individuals who, in the pub-
lic’s mind, should be held responsible for
such calamities.

These calls predictably prompt apolo-
getic responses, in turn calling for new
regulation, beefed-up federal resources,
and harsher penalties. Possibly lost in all
this buzz has been Attorney General Eric
Holder’s recently-announced prescription
for curing such perceived ills, correspond-
ing with the Justice Department’s recent
prosecution of FedEx in a case that marks
a dramatic extension of the “failure to pre-
vent” theory of criminal liability. Corporate
compliance officers need take notice.

Attorney General Holder, speaking recently
at New York University, recited the oft-heard
lament regarding his department’s inability to
hold accountable “high-ranking executive[s]
who [are] far removed from a firm’s day-to-day
operations.” The root cause of this problem,
he explained, is that “[r]esponsibility remains
so diffuse, and top executives so insulated,
that any misconduct could ... be considered
more a symptom of the institution’s culture
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than a result of the willful actions of any single

individual.” Recognizing that, in our system
of justice, a “crime” unaccompanied by inten-
tional wrongdoing is typically no crime at all,
he proposed the following fix: modification
of our criminal laws, as was recently done
in the UK, to require someone in a corporate
organization to be designated as accountable
if misconduct occurs. To create the appear-
ance that such radical change to our system
of justice—effectively mandating the designa-
tion of a corporate whipping boy—is within
the historical norm, he cited to the well-aged
Federal Food, Drug and Cosmetic Act (FFDCA),

which first gave rise to the “responsible cor-
porate officer” doctrine, and which, accord-
ing to Holder, is exemplary because,
event that illegal activity is uncovered,” it
allows for “criminal charge[s] against the

“in the

people in charge who were in a position to do
something about it.”!

The Attorney General’s view that lack of
willful misconduct should pose no bar to
criminal prosecution is reflected most plainly
in DOJ’s recent prosecution of FedEx for, of all
things, conspiring to distribute drugs, laun-
der money, and violate the FFDCA.? FedEXx, as
explained below, sets a new high-water mark
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for the “failure to prevent” theory of crimi-
nal liability, under which the known risk of
criminal activity, when coupled with failure to
implement an effective compliance program,
can now become proof of criminal intent. This
bodes ill not only for corporations that fail to
prevent criminal activity, but for corporate
compliance officers whose programs, when
scrutinized under the glare of 20-20 hindsight,
may be found deficient.

Advent of Legal Principles

The U.S. Supreme Court first established
the legal principle that a “responsible corpo-
rate officer” could be found guilty of criminal
wrongdoing for nothing more than failing to
prevent a regulatory violation—even where
the person did not cause the violation or act
with consciousness of wrongdoing—in Dot-
terweich v. United States (1943).> The rationale
for such theory of liability, as explained by
Justice Felix Frankfurter, differed little from
that recently offered by Holder:

The prosecution to which [the defendant]
was subjected is based on a now familiar
type of legislation whereby penalties serve
as effective means of regulation. Such leg-
islation dispenses with the conventional
requirement for criminal conduct—aware-
ness of some wrongdoing. In the interest
of the larger good it puts the burden of
acting at hazard upon a person otherwise
innocent but standing in responsible rela-
tion to a public danger.*

Fast forward 30 years, and for John Park,
the head of a national food chain located in
Philadelphia, this would mean a criminal con-
viction because rodents had overrun a com-
pany warehouse in Baltimore. Park’s crime,
as affirmed by the Supreme Court, was his
failure to prevent the infestation, even though
he bore no direct responsibility for the ware-
house in question.’ Extending the principle
first set forth in Dotterweich further than had
been done before, the court in Park found
that “responsible corporate officers” not only
have a “positive duty to seek out and remedy
violations ... but also, and primarily, a duty
to implement measures that will insure that
violations will not occur.” Park’s failure to
implement an effective compliance program,
in essence, amounted to criminal causation,
even in the absence of wrongful conduct.

Since Park’s conviction, application of
“failure to prevent” liability in criminal cas-
es typically has been limited to those areas
directly impacting public safety, and where
the relevant criminal statutes lack an explicit
mens rea requirement.’

‘United States v. FedEx’

The main barrier against “failure to pre-
vent” prosecutions—the absence of statutorily
specified mens rea—appears to have been
breached in United States v. FedEx.® There, DOJ
charged FedEx with a wide variety of criminal
violations, all stemming from FedEx’s delivery
of prescription drugs for companies alleged
to have been issuing prescriptions “outside
of the usual course of professional practice
and not for a legitimate medical purpose.”
The most serious offenses charged include
conspiracy to distribute controlled substances
and conspiracy to launder money, each of
which requires specific intent to promote the
unlawful distribution of drugs.

Since Park's conviction, appli-
cation of “failure to prevent”
liability in criminal cases typi-
cally has been limited to those
areas directly impacting pub-
lic safety, and where the rel-
evant criminal statutes lack an
explicit mens rea requirement.

The 39-page superseding indictment largely
tells the story of a company that was on
notice that fraudulent pharmacies were run-
ning amuck on the Internet, but which did
little to track those that had been shut down,
or their offspring. FedEx, it should be noted,
has argued in response that it “repeatedly
requested that the government provide a
list of online pharmacies engaging in illegal
activity” but “the government ... declined to
provide such a list.”

The crux of the government’s theory of
prosecution in FedEx can most clearly be
seen not in the highly charged documents
filed in that matter, but in the more staid
settlement documents filed by DOJ in a paral-

lel case brought against FedEx’s rival, UPS.
Unlike FedEx, which has chosen to fight the
government’s charges, UPS entered into a
non-prosecution agreement (NPA) and agreed
to forfeit $40 million in penalties. The NPA
reveals that UPS was investigated for the
same potential violations as FedEx, spanning
the same period of time, and relating to the
same online pharmacies. The concluding
paragraph to the NPA’s statement of facts
provides a straight-forward view of the gov-
ernment’s theory of the case:
UPS, through some of its employees,
was on notice that Internet pharma-
cies violated the law when distributing
controlled substances and prescrip-
tion drugs without a valid prescription.
Despite being on notice that such Internet
pharmacies were using its services, UPS
did not implement procedures to close the
accounts of those pharmacies, permitting
them to ship controlled substances and
prescription drugs ... 1
Frankfurter’s words from 1943 can be he
heard clearly within this text: “In the interest
of the larger good” DOJ is placing “the burden
of acting at hazard upon a person otherwise
innocent but standing in responsible relation
to a public danger.”!! But unlike the public
safety cases of Dotterweich and Park, where
the government used “failure to prevent” only
as a proxy for criminal causation (because no
mens rea was required under the FFDCA), here
DOJ appears to be using “failure to prevent”
as proof of criminal intent.

Rising Tide of Theories

The FedEx prosecution is only part of the
growing trend towards extending liability
to those companies and individuals whose
compliance programs fail to prevent others’
wrongdoing. In the matter of United States v.
MoneyGram International,'? for instance, the
company entered a deferred prosecution
agreement (DPA) and agreed to pay a $100
million fine, based on the company’s failure
to prevent fraudsters from using its money
exchange business to harvest ill-gotten gains.
After the criminal deal was struck, U.S. Trea-
sury Department’s Financial Enforcement
Network (FinCEN) initiated action against
MoneyGram'’s former chief compliance officer
(CCO), informing him that he faced a potential
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fine of $5 million for compliance lapses that
allegedly occurred under his watch.!3

More recently, in June 2014, the U.S. Secu-
rities and Exchange Commission (SEC) insti-
tuted cease and desist proceedings against the
former CCO of Private Capital Management for
failing to prevent or detect insider training at
his company.!* Remarkably, the SEC made no
finding that the CCO was involved in or had
actual knowledge of the insider trading; rather
it found that the CCO was aware of unique
risks for insider trading, and failed to design
policies and procedures to limit the risks. As
for corporate liability, the SEC increasingly has
been willing to use the Exchange Act’s “inter-
nal controls” provision to charge companies
for failure to implement compliance programs
sufficient to prevent their subsidiaries from
paying foreign bribes.!s

Up Next: Individual Liability

The FedEx prosecution could prove anoma-
lous, rather than precursor. But the odds are
against it. As DOJ made clear in its indictment
of FedEx and its NPA with UPS, the government
is willing to view (1) notice of high-frequency
crime, (2) combined with corporate failure to
police, to be (3) proof of intent to further the
underlying criminal activity. One can easily
imagine how this theory could be extended
to today’s talk about dark pool manipulation,
third-party FCPA violations, or any number of
other types of unchecked wrongdoing.

With the shift towards “failure to pre-
vent” crimes, the critical questions become
whether prosecution of individuals will follow
under this theory as suggested by Holder,
and who those individuals might be. Absent
a statutory requirement for designation of
a “responsible official” as now seems to be
the case in the U.K., those most likely to
be held accountable may be the ones most
responsible for running the company’s com-
pliance program. Before dismissing this pos-
sibility out of hand, one need only recall the
recent cries for GM’s general counsel to be
held criminally responsible for recall lapses
handled by others in his organization, and the
Justice Department’s apparent response.!6

Further, the prospect of corporate com-
pliance officials being held responsible for
failed preventative measures is heightened
by a number of other trends. First, compa-

nies are self-reporting potential violations to
enforcement authorities, even where the dis-
closures may involve criminal wrongdoing.!”
Such disclosures often lead to the waiver
of claims of privilege that otherwise would
shield compliance officials from view. Sec-
ond, as the number of disclosures grows, so
does the independence of in-house investiga-
tion teams. No longer can corporate compli-
ance departments be expected to conduct
investigations that will touch upon their own
effectiveness, and this in turn may lead to
a greater degree of second-guessing of risk-
based decisions.!8 Third, corporate compli-
ance requirements continue to grow in both
complexity and auditability, as indicated by
the 2013 amendments to the Committee of
Sponsoring Organizations (COSO) framework,
which serves as the backbone for publicly-
traded companies’ compliance programs.!® All
totaled, now more than ever, the operations
of corporate compliance offices are being
opened up to government authorities and
becoming subject to a greater degree of scru-
tiny, especially during criminal investigations.

Where Do We Go From Here?

In light of the renewed pledges by DOJ and
financial regulators to hold both corporations
and individuals liable for failing to prevent
illegal conduct, it goes without saying that
companies need to step up their efforts to
operationalize effective compliance programs.
The question becomes: What practices and
procedures can best insulate corporations and
individuals alike from prosecution? As seen
with FedEx and UPS, one of the key areas of
concern should be third-party due diligence.
This point was punctuated by the Assistant
Attorney General for the Criminal Division
during her recent remarks at the Ethics and
Compliance Conference.?

Companies commonly have due diligence
programs to mitigate the risk of third-party
FCPA violations, money laundering schemes,
and sanctions violations. But what about oth-
er third-party risks? And do these programs
address all of the third-parties who may carry
such risks? And, perhaps most importantly,
are these programs integrated? All too often,
organically grown due diligence programs are
owned and operated in silos by their originat-
ing functions, such as export, supply chain,

finance, environmental, human resources,
IT and, of course, “legal” compliance. As the
demands on compliance programs grow in
complexity and scope, and as government
enforcement further compels internal and
external corporate policing, and as the risk
of individual liability escalates, it is critical for
companies to build holistic programs that are
thoroughly integrated into business processes
and aided by automation. Failure to do so will
not only result in a paralyzing crush of compli-
ance programs, but quite possibly the next
round of criminal compliance show-downs.
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