
If you have any questions 

about this Advisory, 

please contact:

JOHN KENNEDY

203-363-7640

jkennedy@wiggin.com

AARTHI ANAND

212-551-2625

aanand@wiggin.com

Uber-FTC Settlement Highlights the FTC’s Focus on Aligning 

Security Promises with Security Practices

The Federal Trade Commission (“FTC”) 

announced this week its settlement with 

Uber Technologies, Inc. (“Uber”) related 

to certain alleged deceptive data security 

practices at Uber. The settlement contin-

ues the FTC’s now years-long focus on 

alleged deceptive and unfair data security 

practices.

The FTC’s essential allegations in its 

complaint were that Uber had engaged 

in deceptive data security and privacy 

practices, “[f ]irst by misrepresenting the 

extent to which it monitored its em-

ployees’ access to personal information 

about users and drivers, and second by 

misrepresenting that it took reasonable 

steps to secure that data.”[1] As part of the 

settlement (or “Consent Agreement”), Uber 

is required to implement (a) a comprehen-

sive privacy program, and (b) for the next 

twenty years, be subject to biennial third 

party privacy audits and maintain records 

and �le reports con�rming compliance 

with the Consent Agreement. The Consent 

Agreement includes Uber’s statement that 

it neither admits nor denies any of the 

FTC’s allegations in the complaint.

W H AT  AT T R AC T E D  F TC  S C R U T I N Y

Uber’s security systems were compro-

mised in May 2014, resulting in unautho-

rized access of over 100,000 drivers’ license 

information, including names and social 

security numbers. The breach was discov-

ered in September 2014. At the time, Uber 

had publicized its privacy policy (via its 

website and dissemination to the press) as 

follows: 

“Uber has a strict policy prohibiting all 

employees at every level from accessing a 

rider or driver’s data. The only exception to 

this policy is for a limited set of legitimate 

business purposes. Our policy has been 

communicated to all employees and 

contractors…The policy is also clear that 

access to rider and driver accounts is being 

closely monitored and audited by data se-

curity specialists on an ongoing basis, and 

any violations of the policy will result in 

disciplinary action, including the possibili-

ty of termination and legal action.”[2] 

The FTC’s complaint alleged that, in con-

trast to these security promises, Uber “has 

not always closely monitored and audited 

its employees’ access to Rider and Driver 

accounts since November 2014.” Indeed, 

the FTC alleged that Uber’s automated 

system for monitoring employee access 

to consumer personal information in De-

cember 2014 “was not designed or sta�ed 

to e�ectively handle ongoing review of 
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access to data by Respondent’s thousands 

of employees and contingent workers.” 

And although Uber implemented a new 

automated monitoring system in August 

2015, the FTC alleged that Uber still failed 

to monitor its employees comprehensively 

for potential misuse of consumer personal 

information, except for speci�c employ-

ee-generated reports about inappropriate 

access to co-workers. 

Based on these allegations, the FTC’s com-

plaint charged that Uber’s security policy 

was deceptive. 

K E Y  T E R M S  

O F  T H E  CO N S E N T  AG R E E M E N T 

1. Comprehensive Privacy Program 

Under the Consent Agreement, Uber 

is required to establish and maintain a 

comprehensive privacy policy that: (1) 

addresses “privacy risks related to the 

development and management of new 

and existing products and services for 

consumers, and (2) protect the privacy and 

con�dentiality of Personal Information.”[3] 

The Consent Agreement includes all of 

the FTC’s standard injunctive measures for 

settlements of this kind, including: 

• the designation of an employee or 

employees responsible for the privacy 

program; 

• the identi�cation of reasonably 

foreseeable risks, both internal and 

external, that could result in the 

unauthorized collection, use, or 

disclosure of Personal Information 

and an assessment of the su�ciency 

of any safeguards in place to control 

these risks; 

• the design and implementation of 

reasonable controls and procedures 

to address such risks and regular test-

ing or monitoring of the e�ectiveness 

of those controls and procedures; 

• selecting and retaining service 

providers capable of protecting 

the privacy of Personal Information 

and requiring service providers, by 

contract, to implement and maintain 

privacy protections; and 

• evaluation and adjustment of the 

privacy program in light of the results 

of the testing and monitoring e�orts 

and any changes to operations that 

may have an impact on the e�ective-

ness of the privacy program.

2. Third Party Audits for 20 years

Uber is also required to obtain initial and 

biennial assessments (“Assessments”) to 

be completed by a “quali�ed, objective, 

independent third-party professional” ap-

proved by the FTC . After an initial report 

covering the �rst 6 months after the order, 

biennial reports are required for the next 

20 years. 

The inclusion of mandated security pro-

grams subject to a 20-year audit require-

ment is a standard FTC measure and has 

been included in most of its settlements in 

recent years. 
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TA K E AWAY S  F R O M 

T H E  U B E R  CO N S E N T  AG R E E M E N T

The FTC’s settlement with Uber under-

scores the signi�cance that the FTC 

attaches to misalignments between the 

security and privacy commitments made 

by businesses in their public disclosures 

in website and app privacy policies, on 

the one hand, and the implementation 

of those commitments in practice, on 

the other. And, as the allegations in the 

FTC’s Uber complaint indicate, the FTC 

will closely scrutinize the degree to which 

companies abide by their privacy and 

security promises to consumers. 

For example, the FTC investigation in this 

case delved not only into Uber’s access 

control security measures with a third 

party (Amazon’s S3 DataStore) for stored 

user and driver data, but also examined 

the company’s various privacy and data 

security claims and statements over a two-

year period. The FTC noted [4] that, during 

this period, communications from Uber’s 

customer service representatives included 

claims such as: 

• ‘”Your information will be stored 

safely and used only for purposes 

you’ve authorized. We use the most 

up to date technology and services 

to ensure that none of these are 

compromised.”

• “I understand that you do not feel 

comfortable sending your personal 

information via online. However, we’re 

extra vigilant in protecting all private 

and personal information.”

• “All of your personal information, 

including payment methods, is kept 

secure and encrypted to the highest 

security standards available.”’

Statements of this kind are frequently 

included in generic statements put out 

by companies in response to customer 

concerns. The FTC is now closely looking at 

such statements and does not con�ne its 

review of privacy claims merely to formal 

company disclosures such as published 

privacy policies. 

In light of the Uber Consent Agreement 

and other similar FTC actions in recent 

years, businesses are well-advised (1) to 

conduct periodic reviews of how well 

their public privacy and security claims �t 

within the context of their actual privacy 

and security processes and third party re-

lationships (including as these evolve over 

time), and (2) to be aware that the FTC’s 

review of such claims will reach beyond 

the four corners of even carefully crafted 

privacy policies. 

___________________________________

Footnotes:

[1] http://bit.ly/2uY81Jj

[2] See FTC’s Complaint, In the Matter of 

Uber Technologies, Inc., paragraph 11, 

available at http://bit.ly/2uTVl71
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Footnotes (continued)

[3] “Personal Information” means individ-

ually identi�able information collected or 

received, directly or indirectly, by Respon-

dent from or about an individual consum-

er, including: (a) a �rst and last name; (b) a 

physical address; (c) an email address; (d) 

a telephone number; (e) a Social Securi-

ty number; (f ) a driver’s license or other 

government-issued identi�cation number; 

(g) a �nancial institution account number; 

(h) persistent identi�ers associated with 

a particular consumer or device; or (i) 

precise geo-location data of an individual 

or mobile device, including GPS-based, 

WiFi-based, or cell-based location infor-

mation.

[4] FTC Complaint, paragraph 17, available 

at http://bit.ly/2uTVl71
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