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CONSUMER PROTECTION AND DOING THE RIGHT THING

In this edition of Consumer Protection Update, Consumer Protection Committee Chair Robert M.
Langer gives us some excellent advice on effective client representation before state attorneys general.
Formerly an Assistant Attorney Genera for the State of Connecticut, Langer’s advice should be heeded.
In addition, Langer's advice for law enforcers should be required reading for any state or federa
investigator who has, or who ever may, issue a subpoena or civil investigative demand. In this context,
Langer makes a poignant request: that officials “do the right thing.” Law enforcement officials should
take this to heart - the indiscriminate use of power can be costly and can divert enforcement resources
from other, more significant, consumer harms.

FTC administrations — past and present — certainly intend to “do the right thing.” Also in this edition
of the Update, John McNeill summarizes the 2002 consumer protection agenda as it was explained in a
recent speech by Bureau of Consumer Protection Director Howard Bedles. If you haven't read the
gpeech, thisis the next best thing.

Doing the “right” thing is not always easy to determine. To round out this edition of the Update, we
present two articles that raise increasingly sticky questions for businesses — the use of unsolicited email
and when to disclose that a previously sold item is “used’? Gonzalo Mon provides an overview of the
proliferation of state laws respecting (or should we say disrespecting) “spam.” As with differing tastes
for the food, spam as a marketing tool may or may not be palatable. The labeling of products and their
congtituent parts as “new” or “used” is addressed by John Villafranco and Mercedes Kelley Tunstall.
Their article raises important issues that should be considered by consumers and law enforcers with the
hope that some reasonable consistency and balance can be achieved.

(continued on next page)
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ADVERTISING DISCLOSURESAND THE SPRING M EETING PROGRAM

Debating the “right thing” can make philosophers of us all. If you love a good debate, come to our
genera session program a 2:00 p.m. on April 24 a the upcoming Spring Meeting, aptly titled,
“Advertising and Marketing Disclosures: The Conflict Between Client Needs, Consumer Wants and
Legal Standards.” Few things in consumer protection law can engender more differences of opinion than
when a disclosure is required. In fact, this is proving a difficult task even for our learned antitrust
colleagues, as anyone familiar with the lengthy and heavily debated history of California Dental
Association v. FTC, 526 U.S. 756 (1999) (“CDA"), will attest.

In CDA, a divided Commission challenged, among other things, affirmative advertising disclosure
requirements of a dentists association. Too burdensome, they said.  Anticompetitive in ther
enforcement, they said. This may very well have been true. If so, could the same be said about the FTC's
own enforcement of laws such as, say, the Consumer Leasing Act? If there is an anticompetitive line
inherent in affirmative disclosure requirements, as CDA and other cases seem to suggest, how does the
FTC draw that line in its consumer protection cases? Did the FTC consider that line in imposing the
multiple disclosure requirements in recent consent orders settling charges of failure to disclose material
facts or did it give them “too quick alook”?

The potential anticompetitive effects of overly burdensome or “immaterial” disclosures in advertising
is bound to be part of the debate at this year's program. It is by no means the only issue. We can
especially look forward to what we hope will be a further elaboration by Howard Beales of how he plans
to approach the use of testimonials in advertising, one of the areas in which Beales has signaled a new
approach. We also expect that Beales will address privacy disclosures and other special challenges for
the Commission.

You can aso count on vauable practical advice from our program panelists, who, in addition to
Bedes, include David Medine and Toni Guarino. Medine will give us the latest on privacy from his
considerable perspective both at the FTC and now as a private practitioner. Of particular note, Medine
will provide examples of a streamlined privacy “label” currently being considered. Guarino, building on
her background at the FTC, as an assistant general counsel for Kraft, and now in private practice, will
offer us some valuable guidance in a completely different context — genetically modified foods and food
alergens. Disclosure of this information on labeling has been very controversia and one that we all need
to be aware of in order to effectively advise our clients.

As you see, the program will cover alot of ground. It promises to be fast-paced and substantive. You
don't want to miss it! Hope to see you there and at our annual “Advertising Law Update’ program at
9:15 am. on April 24. In the meantime, enjoy this edition of Consumer Protection Update.

Joyce Plyler
Editor

L eader ship of the Consumer Protection Committee (2001-2002)

Chair: Robert M. Langer (860)297-3724 rlanger@wiggin.cOm
Vice-Chairs: Lesley A. Fair (202)326-3081 Ifair@ftc.gov
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Michael Zweig (212)407-4960 mzweig@I|oeb.com
Counsel Liaison: Edward F. Glynn, Jr.  (202)962-4805 efglynn@venable.com

The leadership of the Consumer Protection Committee would like to thank Womble Carlyle Sandridge & Rice for
their design and formatting of the Consumer Protection Update.
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Serving The Client And The
Public: LessonsFrom A
Former State Assistant
Attorney General

By Robert M. Langer’

Having spent twenty-one years in the service
of the public, and the last seven years in the
private practice of law, | have taken on the task,
perhaps quite presumptuoudy, of moralizing to
two congtituencies -- my current brethren and
my former brethren.

| have chosen two distinct sets of problems:
(A) ineffective representation by some private
practitioners before the office of state attorneys
general; and (B) the misuse of pre-complaint
investigative demand authority by state attorneys
general.

A. How To Commit Malpractice In Two
Easy Lessons

| believe that it is quite fair to conclude that
many attorneys in private practice, acknowledged
to be experts in the fidds of antitrust and
consumer protection law, simply do not provide
their clients with either sound lega advice or
with good value for the substantiad dollars
expended. As| have previoudy stated (with my
usua tact and diplomacy) some counsel "don't
have a clue about state law, haven't done their
homework, are not familiar with state court
procedure, and don't know recent state case
law." FTC:WATCH, No. 371, July 20, 1992).
Some practitioners combine the aforementioned
ignorance with equa doses of arrogance, often
exhibiting faulty strategic and tactical decision-

" Robert M. Langer is a partner in the Hartford office
of Wiggin & DanaLLP and head of the firm's Antitrust
and Trade Regulation Practice Group. He previously
served as the Assistant Attorney Genera for the State
of Connecticut in charge of both Antitrust and
Consumer  Protection. He chaired the NAAG
Multistate Antitrust Task Force from 1990 to 1992 and
is the current Chair of the Consumer Protection
Committee of the ABA, Section of Antitrust Law. This
article has been adapted, with permission, from two
prior articles published in FTC:WATCH.

making, resulting in  truly unfortunate
conseguences for clients.

Understanding the state bureaucracy is st
as important as “knowing the law.” One would
not presume to deal with the FTC or the
Antitrust  Divison without a thorough
understanding of the inner workings of either
agency. The same holds equally true when
dealing with a state attorney generd's office.
The differences, in terms of both procedure and
sophistication, from state to state are, in some
cases, substantial. The wrong tactical approach
can spell disaster for the client. | know because
| have personaly witnessed it happen over and
over again.

Two classic errors are illustrated as follows:

Embarrassing the staff in front of the
attorney general or higher first assistant by
making it appear that staff is vindictive or
incompetent, or both. This is sometimes
done by counsdl to impress the client, who
has been granted an audience with the
attorney general. Unless you are absolutely
certain of your facts, and play the
‘humiliation’ trump card as a last resort after
having exhausted all aternative avenues
avallable to you, and after explaining in
detail the strategy to the client, counsel is
doing nothing more than serioudy
endangering the client.

Embarrassing the attorney general in
front of the staff by not doing your
homework. In one instance, counsel spent
forty-five minutes telling the attorney
genera in excruciating detail, and with a
condescending air, how silly the legal theory
of the case was, apparently not realizing that
the attorney generd had personally
analyzed the matter before suit was filed,
and stood four square behind the case.

In both instances, the conduct of counsel
was, at best, counter-productive.

Additionally, many counsel, even when they
are respectful, simply underestimate <state
assistant and deputy attorneys general. The
depth of knowledge and breadth of experience
possessed by many state antitrust and consumer
protection enforcers is truly remarkable. Many
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are the acknowledged leaders in their field,
holding important positions in nationa, state and
local bar associations - teaching, writing, and
lecturing - and litigating and winning very
difficult cases utilizing innovative legal theories.
After the many successes of the NAAG
Multistate Antitrust Task Force and the
comparable NAAG consumer protection
working groups over the past severa years, it
does surprise me that some practitioners are, in
the argot of my eighteen year old daughter,
"clueless."

Having said dl this, | do believe that the
Situation is getting somewhat better. The
prominence of the Task Force, the improved
relationship by the states with both DOJ and the
FTC, aswell aswith the organized bar, has done
much to eliminate the worst examples of
arogance and  underestimation. My
observations should, of course, not be
understood as a condemnation of an entire class
of practitioners, but rather as an indictment of
those who, while holding themselves out to
clients as substantive law experts, smply do not
possess the concomitant interpersona skills to
dedl effectively with government attorneys.

B. Do TheRight Thing

Ealy on in my career | completey
understood that perhaps the most important part of
my job was the duty to recommend to the attorney
genera which persons the State of Connecticut
would publicly accuse of violating the laws that
we administered. Itisnot at al difficult for even
a recent law school graduate (with a mora
compass) to comprehend the incdculable harm
that would be caused to any person, natural or
otherwise, publicly accused in eror by the
government of violating the law. Moreover, no
attorney genera, usualy an elected public officid,
can long survive embarrassing litigation defedts.
Thus, for a host of reasons, based upon the
convergence of ethical and politica principles,
governments do not ever wish to be wrong.

Becalise governments, even in acivil context,
need to "never be wrong," antitrust and consumer
protection enforcers are under extraordinary
pressure to investigate a matter thoroughly before
asuit is ever filed, utilizing the attorney generd's

extensive pre-complaint investigative powers. In
most circumstances, judicious use of the
government's pre-complaint investigative powers
properly shields the innocent from public ridicule.
| personally operated under the principle -- do not
bring a case that cannot be won -- and to the credit
of each of the five atorneys general whom |
served, | was never told "file it anyway" (which |
would not have done). It issmply not enough for
government enforcers to "get past Rule 11," or
survive a motion to dismiss or a motion for
summary judgment. Indeed, the media attention
that often comes immediately after the filing of a
auit by an attorney general can eadly drive a
company out of business even before the answer
to the complaint is due.

The need to "never be wrong" carries with it
other unintended consequences, however. Many
state antitrust and consumer protection enforcers,
particularly those without any private practice
experience, dmply do not appreciate the
extraordinary expense that companiesincur during
confidential pre-complaint subpoena compliance
proceedings, and the strategic decision-making
which such expense compels. It is often the cost
of subpoena compliance, adone, that reluctantly
compels early resolution of some matters for small
and medium-sized companies.

Because a properly drafted pre-complaint
subpoena or civil investigative demand issued by
an attorney genera is rarely capable of being
successfully challenged in court, it is very easy to
be over-inclusve. The "canned' fird wave
subpoena is often very comprehensive. This is
particularly true during the course of industry-
wide investigations, when the government wishes
to assure itsalf that companies are in compliance
with the law. Such inquiries often are not
premised upon a "reason to believe" standard, but
rather upon inquisitorial powers of the sovereign,
with respect to corporations, that reach to the outer
limits of the Fourth Amendment, itself. Not only
does the Fourth Amendment have very little
impact upon corporate document subpoena
compliance, the Fifth Amendment, of course, does
not apply at al to corporate documents, even
when such documents incriminate the person who
holds them. Inevitably, enforcers obtain more
data than they can possibly absorb, unless they are
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willing to accept less information than they
origindly asked for.

There is no easy solution to this problem.
Courts have been very hedstant to rein in
government agencies for fear of forcing the
government to prove during the investigatory
stage what it should not be compelled to prove
until the investigation is over, i.e, the existence of
a violaion of law. This is coupled with the
concomitant concern, previously expressed, that a
rush to suit will, itsaf, subject the innocent to
public embarrassment and economic harm.
Findly, respondents who eect to chalenge an
overly-broad pre-complaint subpoena are faced
with the redlity that such a challenge will convert
a confidentia inquiry into a very public piece of
litigation.

Notwithstanding my concern that | have
grosdy oversmplified a very complex issue, | do
offer the following two pieces of advice to
government enforcers:

Government enforcers must not use the pre-
complaint process, itsalf, as aweapon to force
settlement or resolution of a matter, a strategy
often utilized during discovery in private
litigation. It iseasy to use the subpoena duces
tecum as a wegpon; it is often a very
successful gtrategy; and it isjust plain mordly
wrong.

Government enforcers must adways be
mindful that pre-complaint investigative
powers can easily be misused, even when one
does not intend to do so. The drafting of
narrowly tailored document requests, in the
long run, will better serve the interests of both
the attorney general and the public.

The evenrhanded enforcement of a State's
antitrust and consumer protection laws is
unquestionably  pro-business, because such
enforcement both (1) creates an environment in
which honest businesses can thrive; and (2)
cleanses the marketplace of dishonest
companies. The indiscriminate, imprecise, or
injudicious use of the pre-complaint subpoenais,
however, potentially quite harmful to honest
businesses. Rather than creating a level playing
field, over-reaching subpoena issuance causes

serious economic didocations. Companies settle
because they cannot afford to do otherwise.

There are no bright line tests to determine
when you are doing the right thing. You have
only your own moral compass to guide you. It is
not enough smply to win. You need to win for
the right reasons.

FTC’s2002 Consumer
Protection Agenda

By John P. McNeill

Unable to get that last game piece and retire
to the Riviera, Howard Beales has returned to
the Federd Trade Commission.® Thus, it is
apropos that Bedles, the FTC's Director of the
Bureau of Consumer Protection, laid out the
agency’s 2002 consumer protection agenda in a
recent speech labeled “Continuity and Change.””
While continuing the Commission’s priority on
stopping fraud, vigorous enforcement through its
advertising programs and stressing compliance
with agency rules and aders, the Commission
will be changing its emphasis and approach in
certain areas and looking for better ways to do
things. Beales focused on five priorities.

Privacy

Acknowledging that consumers concerns
have increased as the economy becomes more

John P. McNeill is an attorney in the Technology
& Commerce Practice Group of Womble Carlyle
Sandridge & Rice, PLLC, and isresident in the firm’s
Research Triangle Park, North Carolina office, where
he focuses on licensing, trademark, copyright,
intellectual property/software audits, e-commerce and
sweepstakes and promotions law. He can be reached
at IMcNeill @wcsr.com.

ThisisMr. Beales's joke, not the author’s.

2 Beales's December 5, 2001 speech to the

Promotion Marketing Association isavailable at:
http://www.ftc.gov/speeches/other/beal esconsumprot
ectagenda.htm.
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information driven,® Beales revealed an intent to
change the FTC' s privacy focus to one of misuse
of information rather than on the collection of
information. Beales also stated that the FTC
will consider both online and offline activities
because the adverse consequences can be the
same whether someone stedls persona
information, such as a credit card or social
security number, online or from a mailbox. *

With an dlusion to “trade-offs’ in privacy
regulation, Beales observed that in a post-9/11
erg, it is“clear that privacy is not, and cannot be,
an absolute right.” Going forward, the privacy
agenda emphasizes increased enforcement,
business education efforts and, where
appropriate, rulemaking.  Summarizing his
remarks regarding privacy, Beales highlighted
four specific areas. (1) doing something about
unwanted telemarketing, including creation of a
national “do not cal” list;® (2) amending the
Telemarketing Sadles Rule to ded with the

3 A recent survey conducted for Privacy &

American Business (http://www.pandab.org), a
Washington, D.C. think tank exploring U.S. and
global issues of consumer and employee privacy and
data protection, revealed that most online consumers
worry that companies will not properly protect their
persona data and would like to see required
independent third-party verification of companies
privacy policies. The survey revealed the following
about online consumers. 75% worry that companies
will share personal information without permission,
62% said independent privacy policy reviews would
ease worries, and 83% said they would stop doing
business with a company that used personal
information in an inappropriate manner. For
additional information see

http://www.newsbytes.com/news/02/174596.html.

4 Identity theft was by far (42%) the most common

consumer fraud complaint filed with the FTC in
2001. The next most common complaint involved
Internet auctions at 10%. For the remainder of the
Top 10 Consumer Fraud Complaints of 2001, see
http://www.ftc.gov/opa/2002/01/idtheft.htm

® The FTC has since proposed creation of a national
“Do Not Cal” registry in a January 22, 2002
announcement of proposed changes to the
Telemarketing Sales Rule. See
http://www.ftc.gov/opa/2002/01/donotcall.htm

problem of pre-acquired credit card numbers;®
(3 systematicaly targeting deceptive spam,
including chain letters, pyramid schemes, get-
richhquick schemes and even deceptive
“unsubscribe” links that result in receipt of
additional spam; and (4) enforcing privacy
policies and promises, whether such policies or
promises are made online or offline, with high
priority given to promises related to data
security.

In addition to using its own resources to
crack down on privacy abuses, particularly
illegd chain mail schemes, the FTC is adso
launching a public/private education effort in
conjunction with various Internet Service
Provider  (ISP)  associations. These
public/private partnerships will publicize and
distribute  consumer  education materias
developed by the FTC to warn consumers about
illegal chain mail schemes?

Unfairness Authority

Beales advised that the FTC intends to step-
up Internet fraud enforcement under the FTC's
unfairness authority. Particular emphasis will be
placed on fraud practices that exploit the
technology of the Internet by using consumers
Internet connections to take control of their
computers. One such technique, mousetrapping,
misdirects Internet users to a web site which
then holds consumers “captive.” When
consumers try to use any of the usual means of
exiting a Web page, from clicking on the “close”
or “back” buttons, to typing in a new Web page
address, new windows or pop-up advertisements

® seeid.
" The FTC recently agreed to settle charges
relating to the sending of deceptive e-mail chain
letters with seven defendants caught in an FTC sting
operation. See
http://www.ftc.gov/opa/2002/02/eil eenspaml.htm.

Four brochures, “What You Need To Know About
Chain EMails and Letters,” “Chain EMails: Just
Another Ploy or the Real McCoy?,” “Chain E-Mails:
Claims & Facts’ and “The Lowdown on Chain
Letters,” can be found on the FTC web site at
http://www.ftc.gov/chainmail.htm
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will open more quickly than consumers can shut
down the origina ones. This and similar
practices often cause considerable harm to
consumers. In some cases, consumers are forced
to spend a significant amount of time closing out
of dl the Internet windows that have been
opened or are forced to turn off their computers
and lose any unsaved work on the computer.

Use of its unfairness jurisdiction alows the FTC
to distinguish between abusive and unfar
practices’ such as mousetrapping, and
legitimate business practices using the same
technology, such as the use of pop-up windows
for advertising.

Unsubstantiated Health Claims

Dietary supplements. Alzheimer’s disease.
HIV/AIDS. Gulf War Syndrome. Telling
cancer patients to cancel surgery, radiation or
chemotherapy treatments. It seems that no area
is safe from fraudulent or unsubstantiated health
care clams. The FTC joined over 30 state
Attorneys General, the California Department of
Hedth and the FDA to search the Web for
products and services claiming to prevent, detect
and treat biological and chemical agents such as
anthrax.’® In some cases, the marketers of
dietary supplements have even added anthrax
and other biological agents to the list of
conditions treated by these supplements. Beales
advised that in addition to these types of
exaggerated claims, the FTC is committed to
stepping up its efforts against fraud involving
more mainstream hedlth-rdated products and
services, whether promoted online or offline.
Bedles aso advised that the FTC will continue
to investigate whether health-related advertising
claims are supported by competent and reliable
scientific evidence and, when necessary, take

% seeFTCV. Zuccarini, No. 01-CV-4854 (E.D. Pa.

preliminary injunction entered October 18, 2001);
FTC v. Pereira, No. 99-1367-A (E.D. Va. stipulated
final judgment and order for permanent injunction
entered February 2, 2001).

10 “ETC Cracks down on Marketers of Bogus

Bioterrorism Defense Products,”
http://www.ftc.gov/opa/2001/11/webwarn.htm.

enforcement action when unsubstantiated claims
arefound.

Mail Order Rule

Consumer confidence in the Internet can be
eroded when Internet sellers fail to make timely
delivery, Bedles observed. Prior to the 2001
holiday season, the FTC conducted a surf of 110
Internet retailers offering top-selling holiday
items. The FTC found that 52 of the 110 sites
made “quick-ship” claims assuring consumers
that in-stock items usualy ship within 24 to 48
hours after an order is placed - amaor concern
for many consumers trying to complete their
holiday shopping on time™ The 52 “quick
ship” Sites identified during the
“HolidaySmarts.com”**  surf each received
letters from the FTC reminding them of their
obligations under the Mail Order Rule. Beales
stated that if these compliance reminder letters
did not work, then we should expect to see
increased enforcement actions against violators
in 2002.

Testimonials

Traditionaly, as set forth in its testimonial
guidelines™ the FTC has required ether
competent and reliable scientific evidence of
representations implying typicality, or a clear

1 Online shi pment claims are governed by the Mail

or Telephone Order Merchandise Rule, 16 C.F.R.
435, which requires merchants to ship orders to
buyers within the time stated, or, if no time is stated,
within 30 days. If unable to ship within the
applicable time, the merchant must notify the
customer of the delay within the original shipment
time (not 30 days as many retailers seem to believe)
and provide the consumer with a revised shipping
date. Sites that promise to ship within 48 hours but
find they can’t must notify their customers within the
original shipment time period and give them the
option to cancel.

12See

http://www.ftc.gov/opa/2001/11/shopsurf.htm

13 Guides Concerning Use of Endorsements and

Testimonialsin Advertising, 16 C.F.R. Part 255.
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and prominent disclosure of the limited
applicability of the endorser's experience.
According to Beales, this approach may have
had the unintended effect of encouraging
advertisers to hide behind a disclamer (eg.,
“results may vary”) rather than developing
meaningful substantiation. In fact, Beales noted,
most respondents seem to have incorrectly
interpreted the guidelines and appear to believe
that so long as they disclaim the typicality of the
testimonial, they are not required to have
substantiation showing that their product works.
This, however, is incorrect and advertisers may
still be liable for making false or unsubstantiated
clams in testimonials even where disclaimers
are made. Based on Bealess comments,
advertisers should expect the FTC to shift its
approach to testimonial claims, focusing more
on an assessment of consumer expectations™
Beales opined that while he does not think that
consumers actualy believe they will receive the
same results as clamed in any testimonia
advertisement, he expects that consumers
believe that they will achieve some significant
portion of the advertised benefits.  Thus,
analysis of consumer expectations will become
the sarting point for the Commission’'s new
approach to regulating testimonia advertising.

Conclusion

It is clear that this consumer protection strategy
reflects an understanding that the Internet is not
so much a new frontier as just another frontier
for use by consumers and businesses for the
conduct of everyday activity. This agenda
reflects the convergence of online and offline
activity and seeks to protect consumers against
abuse. FTC success, and private acceptance and
cooperation with these FTC agenda items, will
be nstrumental in helping to boost consumer
confidence in both the online and offline
environments.

¥ n fact, the FTC has just initiated a formal review
of its Guides for the Use of Endorsements and
Testimonials in Advertising. See
http://www.ftc.gov/opa/2002/03/fyi0214.htm

No New Year’'s Celebration for
Email Marketers
by Gonzalo E. Mon, Esq.”

The confetti hadn’'t yet been cleared from
the streets of New York’s Times Square, and
aready the new year started off on a bad note
for companies that send unsolicited email to
prospective customers. On January 2, 2002, a
Cdlifornia appellate court overturned a lower
court ruling that had declared Cdifornias
unsolicited commercia email (“*UCE”) dtatute to
be uncongitutional.®  Last summer, the
Washington Supreme Court had similarly upheld
the congtitutiondity of its state's UCE statute.’
The U.S. Supreme Court subsequently declined
to review the case.

These decisions come at time when state
legidatures are taking a more active role in
regulating UCE. In 1997, only one state,
Nevada, had a UCE satute. Today, nineteen
states’ have UCE datutes and fifteen dtate
legislatures® are currently considering bills that

*

Gonzalo E. Mon is an attorney in the Advertising
and Marketing practice group at Collier Shannon
Scott, PLLC, in Washington, DC. He can be
reached at GMon@colliershannon.com

1 Ferguson v. Friendfinder, Inc., 115 Ca. Rptr. 2d
258 (Cal. Ct. App. 2002).

2 Washi ngton v. Heckel, 24 P.3d 404 (Wash. 2001),
cert. denied, 122 S. Ct. 467 (2001).

Cdlifornia, Colorado, Connecticut, Delaware,
Idaho, Illinois, lowa, Louisiana, Missouri, Nevada,
North Carolina, Oklahoma, Pennsylvania, Rhode
Island, Tennessee, Virginia, Washington, West
Virginia, and Wisconsin.

4 Arizona, Hawaii, Indiana, Maine, Maryland,
Minnesota, Nebraska, New Hampshire, New Jersey,
New York, North Carolina, Pennsylvania, Tennessee,
Virginia, and Wisconsin.
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would place new regtrictions on UCE. On the
federal level, Congress has a number of UCE
bills pending® and the Federad Trade
Commission (the “FTC”) recently promised to
increase its enforcement efforts against
fraudulent UCE.° In addition, companies that
send UCE are frequently finding themselves in
court over violations of UCE statutes.

|. Overview of UCE Statutes

A. Existing State Statutes

Some UCE dsatutes apply specificaly to
unsolicited commercial email messages that are
sent in bulk.” Most statutes, however, apply
more broadly to all commercial email messages,
regardless of the number of recipients to which
the messages are addressed.® The term
“commercial emall message’ is generdly
defined to include al messages that promote the
sale of goods or services’ Most UCE statutes
contain exemptions for email that is sent to
recipients with whom the sender has a previous
relationship and for email that is sent to
recipients that have consented to receive
commercia email.*

° See, eg, S. 630, 107" Cong. (2001); H.R. 718,
107" Cong. (2001).

® See Bureau of Consumer Protection Director J.
Howard Beales Ill, The FTC's Consumer Protection
Agenda: Continuity and Change (December 5, 2001)
<http://www.ftc.gov/speeches/

other/beal esconsumprotectagenda.htm>.

! See, eg., ldaho Code 48-603E(1)(a) (2001)
(applying to email messages that contain “the same
or similar advertisenent, which [are]
contemporaneously transmitted to two (2) or more
recipients’); La Rev. Stat. Ann. § 14:73.1(13) (2001)
(applying to email advertisements that are “sent in
the same or substantially similar form to more than
one thousand recipients”).

8 see, e.g. Cal. Bus. & Prof. Code § 17538.45(a)(1)
(2001); Colo. Rev. Stat. § 6-2.5-102(5) (2001).

% e, e, id.

10 Seg, e.g., Cal. Bus. & Prof. Code § 17538.45(a)(2)
(email may be exempt if there is a prior business
relationship between the sender and the recipient or if

UCE tatutes generally contain one or more
of the following provisions. (1) a prohibition
against falsifying routing information; (2) a
requirement that senders establish an effective
mechanism by which recipients can opt-out of
receiving future emails; (3) a requirement that
the subject lines of email messages contain a
specified label; and (4) a prohibition against the
use of mideading information in the subject
lines of messages. In addition, many statutes
create private causes of action.

1. Prohibition Against Falsifying
Routing Information

Routing information is the text contained in
the header of an email message that describes
the path that the message traveled from the
sender to the recipient. Every time a message
goes into or out of a mail server, the server
automatically appends an entry to the routing
information. Some companies that send UCE
fagfy this information, thereby making it
difficult for recipients to accurately identify who
sent the message. Severd state statutes make it
unlawful for senders to fasify routing
information.™

2. Reguirement that Senders Establish
an Opt-Out Mechanism

A number of state UCE statutes require
companies to establish a free and effective
mechanism, such as an email address or a toll
free number, through which recipients of UCE
can opt-out of receiving future email messages
from the sender.® The opt-out mechanism must
be set forth in the text of the email. In
Cdlifornia, this information has to appear as the
first text in the body of the message and must be

the recipient has consented to receive such email); 111.
Comp. Stat. Ann. 511/5 (2001) (email may be exempt
if thereis aprior relationship between the sender and
the recipient and the recipient has consented to
receive the email).

11 See, eg, Idaho Code 48-603E(3); 815 I1I. Comp.
Stat. Ann. 511/10(a).

12 e, eg, Cal. Bus. & Prof. Code § 17538.4(h):
Idaho Code 48-603E(2).



CONSUMER
PROTECTION

of the same size as the mgjority of the text in the
rest of the message.™

3. Requirement that Senders Label

UCE
Some statutes require companies that send
UCE to label their emall messages as

advertisements. For example, in some states the
characters “ADV:” must appear as the first four
characters of a message's subject line  For
emails that contain pornographic or adult-
oriented materiadls, some dSates require
companies to include the characters
“ADV:ADLT,”*  “ADV-ADULT*® o
“ADULT ADVERTISEMENT” " in the subject
lines. These labels are designed to make it
easier for email recipientsto filter UCE.

4. Prohibition Against Misleading
Subject Lines

Some companies that send UCE include
statements such as “RE: The information you
requested” in the subject lines of emall
messages, even though the message recipients
had never requested any information from the
sender.  These companies hope to induce
recipients, who may have otherwise deleted the
messages, to open them instead. A number of
state UCE statutes prohibit companies from
including mideading information in the subject
line of acommercial email message.”®

13 see cal. Bus. & Prof. Code § 17538.4(b).

14 e, eg., Colo. Rev. Stat. § 62.5-103(4); Tenn.
Code Ann. 47-18-2501(e) (2001).

15 See, e.g., Ca. Bus. & Prof. Code § 17538.4(g);
Tenn. Code Ann. 47-18-2501(e).

16 see 18 Pa. Cons. Stat. 5903(a.1) (2001).
17 see Wisc. Stat. 944.25(2) (2001).

18 See, e.g, 815 11l. Comp. Stat. 511/10(a)(i); Wash.
Rev. Code Ann. 19.190.020(1)(b) (2001).
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5. Private Causes of Action

Some state UCE statutes establish civil fines
or crimina pendties for violations.”® In
addition, many statutes confer private causes of
action upon individuals who receive UCE that
fails to comply with the statutory requirements™
or for Internet Service Providers (“1SPS’) whose
policies have been violated.” Because the
damages to recipients or I1SPs may be difficult to
prove, many of these datutes aso contain
provisions for liquidated damages?

B. PendingBills

Most of the UCE hills pending at the state
and federa levels contain provisions that are
similar to those currently found in existing UCE
statutes, as discussed above. Two pending bills
contain fairly unique provisons. A New York
bill would include individuals who do not wish
to receive UCE in the state's telemarketing do-
not-call list.?® Companies who send UCE to
individuals on the list could be fined up to
$2,000 per violation. A New Hampshire bill
would establish aregistry of 1SPs that wish to be
listed as “restricted solicitation electronic mail
providers.”** The bill would prohibit companies

19 see, eg., La Rev. Stat. § 14.73.6(C) (violations
are punishable by a fine of not more than $5,000);
N.C. Gen. Stat. § 14-458(b) (2001) (violations may
constitute misdemeanors or felonies, depending on
the extent of damage).

20 s, eg, 815 Il Comp. Stat. 511/10(c),

(recipients may recover actual damages or $10 per
message, up to a maximum of $25,000 per day); R.I.
Gen. Laws 647-2(h) (2001) (recipients may recover
$100 for each violation).

2! e, eg., Ca. Bus. & Prof. Code 17538.45(f)

(ISPs may recover actual monetary losses or
liquidated damages of $50 per message, up to a
maximum of $25,000 per day); lowa Code Ann.
714E.1(3)(b) (2001) (ISPs may recover actual
damages, $ 10 per message, or $ 25,000).

22 See, e.g., id.

23 See A. 8652, 2001-2002 Regular Sessions (N.Y.
2001).

24 See H.B. 1162, 2001 Session (N.H. 2001).



CONSUMER
PROTECTION

from sending UCE to addresses serviced by a
restricted provider. Violations would be
punishable by a fine of up to $100 per offense,
up to a maximum of $10,000.

II. Challengesto UCE Statutes

The congtitutionality of UCE statutes in
Cdlifornia and Washington have recently been
challenged by email marketers® In both cases,
companies that had been sued for sending UCE
argued that the governing datute violated the
dormant commerce clause of the United States
Condtitution. Because the marketers offered
similar arguments in these cases, and because
the California and Washington courts based their
decisions on similar grounds, a look at the most
recent case helps put both cases into perspective.

A. Trial Court Decision in Ferguson
v. Friendfinder

The California UCE statute®® appliesto UCE
delivered to Caifornia residents via an ISP's
service or equipment located in California. To
comply with the dtatute, a company must
establish an opt-out mechanism. The
mechanism must appear as the first text in the
body of the message and has to be the same size
as the mgjority of the text in the message. If a
recipient opts out of receiving additiona
messages, the sender must comply with that
request. In addition, UCE must be labeled with
“ADV:" or “ADV:ADLT” if the advertisement
pertains to adult material.

Friendfinder argued that companies cannot
reasonably comply with this statute because it is
often impossible to know whether the recipient
of an emaill message resides in California or
whether email is transmitted on equipment
located in Cdifornia In addition, UCE statutes
enacted by other states contain different
requirements than the Cadifornia datute.
Friendfinder argued that this creates a number of

25 Ferguson v. Friendfinder, Inc., 115 Cd. Rptr. 2d

258 (Cal. Ct. App. 2002); Washington v. Heckel, 24
P.3d 404 (Wash. 2001), cert. denied, 122 S. Ct. 467
(2001).

26 see Cal. Bus. & Prof. Code § 17538.4.
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burdens for companies that send commercia
email. The triad court agreed and held that the
UCE datute “uncongtitutionally — subjects
interstate use of the Internet to inconsistent
regulations, therefore violating the dormant
Commerce Clause of the United States
Constitution.”?’

B. Appellate Court Decision in
Ferguson v. Friendfinder

Pursuant to Supreme Court precedent?® if a
state statute on its face discriminates against out-
of-state interests, the statute will be subject to
strict scrutiny by the courts. If a statute is not
discriminatory on its face, courts will baance
the burdens on interstate commerce against the
purported benefits to that state's citizens. The
appellate court noted that the UCE “statute
applies equaly to in-state and out-of -state actors
who (a) do business in Cdifornia and (b)
transmit [UCE] to a Cdlifornia resident, (c) via
equipment located in California”*® Because the
statute does not discriminate against out-of -state
actors, the court proceeded to the balancing test.

The appellate court rejected the notion that
companies cannot comply with the California
UCE statute because it may be impossible for
senders of UCE to accurately determine the
residency of recipients. The court noted that
companies can use lists of email addresses that
are presorted by residence, or otherwise create
such lists before sending UCE.**  Although
conducting business in this manner might prove
to be “inconvenient and even impractical,” the
court held that this inconvenience alone did not
render the statute unconstitutional . **

The court also acknowledged that the
requirements in the California UCE statute

27 Ferguson v. Friendfinder, Inc., No. 307309 (S.F.
Sup. Ct. June 2000).

28 See, e.g., Pike v. Bruce Church, Inc., 397 U.S. 137
(1970).

29 Ferguson, 115 Cal. Rptr. 2d at 263.
30 seeid. at 265,

3.



CONSUMER
PROTECTION

varied somewhat from the requirements present
in other dates UCE statutes. Nonetheless, the
court was unconvinced that a company would
ever have to face a Situation in which it would
have to comply with conflicting state UCE
statutes. Even if such a dtuation were
inevitable, the court suggested that companies
could defend themselves against a legd
challenge by arguing that they had substantialy
complied with all relevant state laws, if that
were the case.

The court found that there were a number of
benefits to be gained by reducing the flow of
UCE messages. At the outset, the court noted
that the recent proliferation of UCE has led to
increased business costs for ISPs that are
subsequently passed on to consumers® In
addition, the court cited studies indicating that
UCE often contains offensive subject matter,
advertisements for fraudulent business schemes,
and even viruses® Because the court
determined the benefits of reducing such
messages far outweighs whatever burdens may
be borne by companies that send UCE, the
Cdlifornia UCE datute did not violate the
dormant Commerce Clause® Therefore, the
statute remains good law.

[11. More Challenges Ahead

In addition to the two constitutional cases,
many ISPs and email providers have sued
companies that send UCE under a variety of
legal theories ranging from clams under the
Lanham Act to common law trespass to
chattels®*® Recently, companies that send UCE

32 Seeid. at 266.
33 Seeid. at 267-268.
34 seeid. a 268.
35 Seeid. at 269.

36 For example, in  America Online, Inc. v. IMS et
al.,, 24 F. Supp. 2d 548 (E.D. Va. 1998), America
Onling, Inc. (“AOL") argued that the defendant had
violated the Lanham Act, the Computer Fraud and
Abuse Act, and the Virginia Computer Crimes Act.
In addition, AOL argued that the defendant’s actions
constituted a trespass to chattels under common law.
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have aso been taken to court by individua
recipients of UCE*” aswell asthe FTC*® Given
the number of states that regulate, or plan to
regulate, UCE, and the increasing number of
lawsuits that are being brought under these
regulations, it's clear that email marketing is
going to become alot more complex in the years
to come.

(Im)material Omissions: The
| nefficiencies of Requiring
Disclosure That Certain
Products Are Made With Used
Parts

By John E. Villafranco and Mercedes Kelley
Tunstall

You just bought a cell phone. It has the
most up-to-date features and a long battery life.
You take it out of the box and call to activate
sarvice only to be told it is not supported by
your wireless carrier. So you package it up and
send it back. Although the phone has never
actualy been turned on, it is considered “used”
according to certain state regulators. It cannot
be offered as“new.”

You are the phone's manufacturer. You
have a phone that you cannot sell because it is

Similarly, in Hotmail Corp. v. Van Money Pie, Inc.,
et al., 1998 U.S. Dist. LEXIS 10729 (N.D. Cal. Apr.
16, 1998), Hotmail argued that the defendants had
infringed and diluted its trade name and service mark,
engaged in unfair acts of competition, violated the
Computer Fraud and Abuse Act and committed
trespass to chattel.

37 See Brian Krebs, Peacefire.org Wins Spam Suits,
Newsbytes, Dec. 12 2001,
<http://www.newsbytes.com/news/01/172891.html>.

One individual claims to have won over $18,000
under Washington's UCE statutes. Seeid.

38 see FTC Launches Crackdown on Deceptive Junk
E-mail, <http://www.ftc.gov/opa/2002/@/
eileenspaml.htm>.

" John E. Villafranco and Mercedes Kelley Tunstall
are attorneys in the Advertising Law Group at Collier
Shannon Scott, PLLC in Washington, DC.
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considered “used.” You decide to cannibalize
the phone's parts and use its interna wiring in a
new model. Even though the new model will
function no differently than one made with all
new parts, this phone too, is considered “used’
and cannot be sold as “new.”

This article examines the current regulatory
approach with regard to the labeling of either
used products or products manufactured with
used parts. In recent years, a number d state
atorneys genera have taken the position that it
is deceptive to fail to disclose that a product is
used, or even that it is manufactured with used
parts, even if the product is no different in
appearance, performance, or life expectancy
from a completely new product. This approach
is a odds with the Federa Trade Commission’s
decisions in other deception by omission cases.
Ideally, manufacturers should be able to offer as
“new” any product that is manufactured with
used parts, provided that the incorporation of the
used parts does not affect the appearance,
performance, life expectancy, or other materia
characteristic of the product. Such a standard
would lead to increased economic efficienciesin
the marketplace, lower costs for consumers, and
reduced environmental waste.

Federal Trade Commission Law on
Material Omissions

The FTC's approach to deceptive omission
cases turns on the question of whether the
information not disclosed would be material to
consumers. In its policy statement on the
definition of “deception,” the FTC explains that
mere omission of relevant or useful information
is not deceptive:

Not al omissions are deceptive, even if
providing the information would benefit
consumers... In determining whether an
omission is deceptive, the Commission
will examine the overal impression
created by a practice, clam, or
representation....Omissions may aso be
deceptive where the representations
made are not literdly mideading, if
those representations create a reasonable
expectation or lelief among consumers

13

which is mideading, absent the omitted
disclosure.*

Further, the FTC's decison in FTC wv.
International Harvester> provides specific
guidance regarding when omissions are
actionable as deception:

[17t can be deceptive to tell only half the
truth, and to omit the rest. This may
occur where a seller fails to disclose
quaifying information necessary to
prevent one of his affirmative statements
from creating a mideading
impression.... It can also be deceptive
for aseller to simply reman silent, if he
does so under circumstances that
condgtitute an implied but fase
representation. ®

Read together, these statements mean that
when an omission is deceptive, it creates a
reasonable expectation or belief that is
mideading to the consumer in amaterial respect.
Even if the advertisement makes no claims, the
depiction of the product or the circumstances of
a transaction may convey an implied, but false,
material representation that is deceptive.’

Someoneis Sleeping in Your Bed

In early FTC cases regarding used goods
sold as new, the FTC's concern was that the
failure to disclose that the product had been used
would be material to consumers. The federa
and state laws applicable to the labeling of
“used” products are intended to protect
consumers from heath hazards or shoddy
craftsmanship that may result from refurbished
products.

! Letter from Federa Trade Commission to

Congressman Dingell (Oct. 14, 1983), reproduced:
103 F.T.C. 174 (1984) [hereinafter Policy Statement].

2 104 F.T.C. 949 (1984).

s Id. at 1057-58. International Harvester also sets out

when an omission may be actionable as unfair, rather
than deceptive.

4 1d. at 1058.
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The first case brought by the FTC in this
areainvolved the goose feather pillow. In Puro-
fied Down Products Corp., the Commission
found that “[t]here is a preference on the part of
the purchasing public for pillows containing new
feathers as distinguished from those containing
used feathers or a combination of new and
used.”® As a result, failing to disclose that the
pillows contained some used feathers was
deemed a materid omission in violation of
Section 5 of the FTC Act’

The rationale behind this decision is entirely
consistent with the principles later enunciated in
International Harvester - if the advertiser
suggests that the product is entirely new and it is
not, and that information is material to the
purchase decision, it must be disclosed.’
Presumably, consumers want to know whether
their goose down has been compressed by
previous use.

This  materidity requirement  was
subsequently applied to hats.  O.K. Hat
Novelties involved a company that recycled hat
materials® Although the hats appeared to be
new, they were actualy manufactured from
previoudy worn hat forms. The falure to
disclose that the hats were used or secondhand,
despite the fact that the forms had been cleaned,
dyed, blocked, and decorated anew, was deemed
to be a materid omisson and therefore,
deceptive. Again, an understandable result -- the
hat, after all, is going on your head.

Most recently, the FTC enjoined furniture
retailers from selling used mattresses as new.’
The mattresses had not been properly sanitized
and were sold as new, even though they were
actually old mattresses recovered with new

® 48 F.T.C. 155, 156 (1951).
®15U.s.C. 845,

" 104 F.T.C. at 1057.

8 47 F.T.C. 570 (1949).

% See, e.g., FTC v. Nueva Furniture, Inc., CV-003465
(E.D.N.Y. June 2000); FTC v. Mega Furniture, Inc.,
CV-003464 (E.D.N.Y. June 2000).
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ticking. The Commission found that failing to
disclose that the mattresses were used was a
material  omission. The defendants were
prohibited from sdling mattresses without
proper labels and were ordered to refund the full
purchase amount to consumers who had
unknowingly purchased an old mattress.

Very few of us would disagree with this
result. Asconsumers, we want to know that the
bed that we are deeping in has seen no previous
action, no matter how new it may look. But the
mattress or the pillow or the hat is the easy case.
What about a situation where the used part is an
inconsequential piece of internal wiring that will
have no effect on product performance or
durability?

Television Tubesto Computer Circuitry

The FTC first applied the new/used standard
to consumer electronics in a series of television
tube cases. ® Several companies rebuilt and
repackaged used television tubes and sold the
tubes as new to televison manufacturers who
then incorporated the tubes into television sets.
The tubes did not perform as well as new tubes
would have performed and the tubes also tended
to not lat as long as new tubes. The
Commission found this practice to be unfair and
deceptive, as you would expect. The
advertisng created the impression that the
televison would perform like new and have an
equal product life. Failure to disclose that this
was not the case was deceptive.

But what about products that pose no health
hazard, no expectation of sanitization, perform
the same as new, and are just as durable? This
issue was addressed in two cases brought by
several attorneys genera in the mid to late 1990s
against computer manufacturers who alegedly
sold computers made with used parts.

The first case was brought on the heels of a
Lanham Act dispute between Compaq and

10 e e.g., Mercury Tube Corp., 58 F.T.C. 464

(1961); Hi-Glo Electronics Corp., 58 F.T.C. 240
(1961); Olson Radio Corp., 60 F.T.C. 1758 (1962).
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Packard Bel.™* Compag had  been
disassembling Packard Bell computers to better
understand their technology. In the course of
disassembling the computers, Compag noticed
that some of them appeared to have been
repaired or retro-fitted with new parts. Compag
then sued Packard Bell for falling to disclose
that some of its computers were made of used or
reconditioned parts.

Although the two companies reached a
settlement ten months later, Packard Bell still
ended up paying $5 million to settle class action
lawsuits and suits threatened by the attorneys
general d twenty-two states. The cases were
based on sate statutes that forbid selling
products as new “if they are deteriorated,
atered, reconditioned, reclaimed, used, or
secondhand.” *?

Correct result? “If a bad circuit board kept
the machine from ever being turned on, then its
hard drive would never have been used,”
industry observer David Coursey commented at
thetime. “It would be another thing entirely if it
had been on-site for a year and then returned.
Should customers care? | don’t know.”*?

State attorneys general apparently did
believe customers would care. In 1997, twenty-
one state attorneys general sued AST Research
for sdling “used equipment” as new.* AST
sold computers as new that had been returned
with less than ten hours of use registered on their
internal clocks. Under its assurance of voluntary
compliance with the attorneys general, AST
could only sdl returned computers as new if
they came back to the company in “unopened,

11 Compaq v. Packard Bell, Civ. No. 95-CV-222 (D.
Del. 1995).

12 56, e.g., 815 111, Comp. Stat. 510/2(3)(6).

13 A. Goldstei n, “Compaq Targets Rival in Lawsuit,”
Dallas Morning News, Apr. 11, 1995, at 1D.

1% Texas Attorney General Press Release, “Morales,
20 Other States Obtain Agreement With
Manufacturer Over Sales of Used Computers As
New,” Mar. 27, 2000. Also available at:
http://www.oag.state.tx.us/newspubs/press_archive/9
70327cs.htm.

factory-sealed containers’ and showed no signs
of use.® Further, the company was required to
clearly and conspicuously label al other used
computers as “used.”

Requiring manufacturers to label computers
“used” just because they had been removed from
their box makes the computers candidates for the
refurbished product market or the trash can.
With the inability to recycle parts or sell barely
used computers as new, companies incur
significant costs to manufacture completely
“new” products to meet consumer demand.
These increased costs are passed on to
consumers in the form of higher prices. In the
end, consumers are actualy harmed as opposed
to protected.

Throwing the Baby Out with the Bath
Water

Fortunately, there is no need to establish
new law. As discussed above, the FTC's
deception theory dlows for a reasoned
consideration of whether the omitted term is
material. The state attorneys genera should
adopt a smilar approach. While there are
situations where it is important to disclose that a
bed has been dept in or a hat has been worn, it is
a decidedly different situation where the used
pat does not affect the appearance,
performance, or life expectancy of the product.
That some of the parts are “used” is not material
to the consumer’'s decision to purchase the
product. There is nothing deceptive about
failing to notify consumers of the existence of
the used parts. As long as the manufacturer is
able to provide substantiation that the product
with used parts is equivaent to the completely
new product and there is no expectation of
disclosure on the mrt of the consumer, there is
no deception.
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DON’'T M 1SS THESE UPCOMING PROGRAMS

Spring Meeting 2002 General Session Program:
“Advertising and Marketing Disclosures: The Conflict Between
Client Needs, Consumer Wants and Legal Standards”
Featuring FTC Bureau of Consumer Protection Director J.
Howard Beales 111; David Medine; and Elizabeth Toni Guarino,
April 24, 2:00 —3:30 p.m.

Our Annual Advertisng Law Update:

Featuring Vermont Assistant Attorney General Julie Brill,
FTC Senior Staff Attorney Lesley Fair, and John Villafranco,
April 24, 9:15 am.

Visit our webpage for more details:
http://www.abanet.org/antitrust/committees/counsel/comm_consumer.html

The Consumer Protection Update is published by the Consumer Protection Committee of the American Bar
Association’s Section of Antitrust Law. The views expressed herein are the authors' only and not necessarily those
of the ABA, the Section of Antitrust Law or the Consumer Protection Committee. If you wish to comment on the
contents, please write to the American Bar Association, Section of Antitrust Law, 750 N. Lake Shore Drive,
Chicago, Illinois 60611.
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