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Corporate Document Retention and Destruction Policies

Anyone setting out to read the universe of reported cases of federal
criminal prosecutions related to document destruction would not be
occupied very long. Only ahandful of such cases exist. They include
destruction of materials sought by civil plaintiffs, the SEC, the FBI and
Congress.

Notably, almost al of these cases involved the destruction of material that
was under subpoena. Until Arthur Andersen’s January 2002 disclosure
that certain of its employees had deleted a significant amount of data
relating to Enron, little had been written or discussed publicly about
corporate destruction efforts in advance of a subpoena. All that has
changed.

The Justice Department’s March 2002 indictment of Arthur Andersen, the
first indictment of a major accounting firm in the nation’s history for any
crime, told corporate America that federal law enforcement will pursue
aggressively pre-subpoena document destruction. Just as the federa
Sentencing Guidelines brought a wave of attention to corporate
compliance programs in the 1990s, the Andersen indictment will likely
lead in-house counsal and risk managers to focus on their organization's
document retention and destruction policies today.

In light of the Andersen indictment and the public attention it has received,
it may well be important to state that which previoudy went unspoken:
there is nothing inherently wrong or illegal with a policy that calls for the
regular destruction of material that is not required by law or otherwise to
be maintained. There are severa beneficial and permissible reasons to
destroy nonessential business materials. The regular destruction of
business materials helps maintain confidentiality, protect trade secrets,
stop corporate espionage and identity theft, and reduce storage costs.

Despite their virtues, however, retention and destruction policies can lead
to hardship for organizations, as the Andersen case graphically
demonstrates. Accordingly, organizations should reexamine their existing
policies, as well as their employees’ compliance with their policies.
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Retention Requirements

Organizations need to ensure that their policies comply with the various
federal, state and local laws and regulations requiring retention of certain
types of material for certain periods of time. These requirements apply
most often in regulated industries, such as financia services, hedlth care
and environmenta. They aso apply more generaly to public companies
and employers of acertain size.

Suspension of Reqular Destruction

Organizations aso need to make sure that their policies provide for the
preservation of documents that would otherwise be destroyed when they
are sought in legal proceedings. The preservation regquirement applies to
pending judicial proceedings, such as civil actions, pursuant to 18 U.S.C. 8§
1503, as well as pending proceedings before governmental departments or
agencies, pursuant to 18 U.S.C. § 1505.

It isimportant to review how one goes about preserving documents when
they are sought. An organization should have awritten policy in place that
identifies, among other things:

() whoisin charge of the decision to halt regular destruction;

(i) when the policy should be suspended and documents preserved;
(iii) who should be notified when the policy must be suspended;

(iv) how this notification should occur;

(v) what documents and other data should be preserved; and

(vi) whether documents and data should be collected or simply
preserved.

Perhaps the most complicated question in the area of document retention
and destruction policies concerns when in advance of a subpoena an
organization must or should suspend the regular destruction of documents.
Of course, knowledge that a subpoenais on its way essentially equates to
possession of the subpoena. But what if you' ve been sued and no
discovery requests have been made? Suppose you merely anticipate being
sued? How about if another party to the matter has been sued? What if
plaintiffs’ attorneys notify you that you should preserve certain materials,
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athough no lawsuit has been filed?

These are complicated questions with few easy answers. But certain
things are clear. Itisillegal, pursuant to 18 U.S.C. § 1512(b), to corruptly
persuade another person to “alter, destroy, mutilate or conceal an object
with intent to impair the object’s integrity or availability for use in an
official proceeding.” Thisis true even when a subpoena or other
document request has not yet been issued. Further, § 1512(€) states that
“an official proceeding need not be pending or about to be ingtituted at the
time of the offense.” Although this language appears straightforward, it is
not always easy to determine when one has a duty to preserve, and there
are differing standards among the circuit courts.

Two points, however, are beyond serious question. First, purposeful
destruction of targeted materias in anticipation of litigation is a bad idea.
Among other things, it could lead to crimina charges, civil damages, early
discovery, default judgments and unfavorable jury instructions where a
judge may instruct jurors that they can infer that destroyed materials
contained damaging information. Second, the high profile nature of the
government’s criminal case against Andersen assures that governmental
and regulatory agencies, aswell as plaintiffs’ attorneys, will pay increased
attention to organizations' document retention and destruction policiesin
investigations and litigation.

In light of recent developments and the complicated lega issues, what
should an organization do? Firgt, issue -- or review and reissue -- aclear
written policy that conforms to all applicable retention rules and
regulations. The policy should contain a procedure to ensure that
documents are preserved once they are sought in administrative,
Congressiona or judicia proceedings. The policy should also specify that
documents should be preserved even if no subpoenas or document requests
have been issued if a subpoena or document request is reasonably
anticipated. Second, provide education and training to appropriate
employees on compliance with the policy. Third, monitor compliance
with the policy so that it is occurring regularly and appropriately. Fourth,
consult with in-house or outside counsel for guidance on when and how to
invoke the preservation -- or suspension of destruction -- provision of the

policy.

This document is intended as an informationa reminder and does not
congtitute legal advice. If you have any questions or would like to discuss
a particular situation, you should contact your usual W& D attorney or one
of us.

David B. Fein 203-363-7603  dfein@wiggin.com
Client Alert



Gates Garrity-Rokous ~ 203-498-4310 ggarrity_rokous@wiggin.com
Patricia Roer 203-363-7623  proer@wiggin.com

Www.wiggin.com Client Alert



