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EXPORT CONTROLS DO NOT AUTHORIZE
CITIZENSHIP-BASED DISCRIMINATION IN U.S.
HIRING. DOJ'S LAWSUIT AGAINST SPACEX:
WHAT U.S. EMPLOYERS NEED TO KNOW

Last Thursday, the U.S. Department of
Justice (DOJ) sued Space Exploration
Technologies Corporation (SpaceX),
accusing the aerospace company of
discriminatory hiring practices against
refugees and people granted asylum in
the U.S., in violation of the Immigration
and Nationality Act (INA), which prohibits
citizenship status discrimination at all
stages of the hiring process including
recruiting, screening candidates,
interviewing, and deciding who to hire.

DOJ’s lawsuit alleges that SpaceX
discouraged asylees and refugees from
applying to the company by wrongly
claiming in public statements and job
postings that, under the International
Traffic in Arms Regulations (ITAR) and
Export Administration Regulations (EAR)

(collectively "U.S. export controls laws"),
SpaceX could only hire U.S. citizens

and lawful permanent residents (the
latter often referred to as “green card
holders”). It further alleges that SpaceX
failed to fairly consider asylees and
refugees who actually submitted

job applications.

Notably, DOJ cites multiple statements
made by SpaceX’s CEO, Elon Musk,
about U.S. export control laws’ effect on
hiring at SpaceX, including a June 2020
post from Musk on X (formerly known
as Twitter) stating “U.S. law requires at
least a green card to be hired at SpaceX,
as rockets are advanced weapons
technology.”
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In fact, under both the ITAR and the EAR
lawfully admitted asylees and refugees are
defined as "U.S. persons”, which makes them
eligible to access export-controlled items in the
United States without authorization from the
U.S. government. See 22 CFR 120.62, 15 CFR
772.1 "U.S. Person”

Musk'’s tweet reflects a widespread confusion
among U.S. employers trying to square
compliance with U.S. export control laws

and federal anti-discrimination laws. On the
one hand, U.S. export control laws require
companies to ensure that only authorized
personnel access export-controlled technology
(known as “technical data” under the ITAR),
which means that the company must prevent
access to such technology unless:

(1) an employee comes within the definition
of "U.S. person”, for whom no authorization
is required;

(2) the company ensures that the non-
U.S.-person employee only has access to
technology that could be exported without
a license or use of an EAR license exception/
ITAR exemption to the employee’s most
recent country of citizenship or permanent
residence (EAR) or to all countries in which
the employee has ever had citizenship or
currently holds permanent residence (ITAR);
or

(3) the company obtains a license or identifies
an EAR license exception or ITAR exemption
that authorizes the non-U.S.-person employee
to access technology requiring such
authorization.
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Hiring non-U.S. personnel therefore requires

a significant and ongoing commitment of
compliance resources, including to ensure, in
typically highly dynamic and evolving business
environments, that the non-U.S. employee’s
access remains within the — typically extremely
specific — scope of the authorization, that
licenses are renewed before expiration (which
happens every four years) and/or that new
licenses are obtained as the employee’s job
requirements and corresponding need for
access to new technologies evolve over time.

On the other hand, DOJ has made clear that
because U.S. export control laws do not contain
explicit employment or hiring restrictions — they
just impose a requirement to restrict access or
obtain authorization — they do not provide a
basis to discriminate based on citizenship status
or nationality in the hiring process.

DOJ’s action against SpaceX follows a similar
settlement agreement with General Motors
(GM) announced in April 2023, and DOJ’s
April 2023 release of updated guidance
titled "How to Avoid Immigration-Related
Discrimination when Complying with U.S.
Export Control Laws".

Taken together, DOJ’s actions show:

m DOJ continues to be keenly focused on the
intersection of U.S. export control laws and
federal anti-discrimination law; and

m Companies should prioritize reviewing
their hiring procedures to ensure they are
notinserting U.S. export control laws into
the hiring process in a manner that violates
anti-discrimination rules.
CONTINUED
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WHAT DOES DOJ REQUIRE?

Inits suit, DOJ alleges asylees and refugees
had “virtually no chance of being fairly
considered or hired for a job at SpaceX.”
According to DOJ, not only did SpaceX
discourage asylees and refugees from
applying to the company by wrongly stating
that SpaceX can only hire U.S. citizens and
green card holders, but it also failed to fairly
consider asylees and refugees who actually
submitted job applications.

Although DOJ’s allegations against SpaceX
focus on discrimination against asylees and
refugees, DOJ’s complaint is instructive about
problematic hiring practices more broadly. For
example, DOJ criticized the following alleged
SpaceX hiring practices:

m Recruiters regularly telling job candidates
that with a few exceptions, SpaceX could
only hire U.S. citizens or lawful permanent
residents due to the ITAR.

m Posting 14 public job announcements and
postings stating it could only hire U.S.
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citizens and lawful permanent residents due
to the ITAR.

m Tracking job applications in a database that
allowed recruiters and hiring managers to
see an applicants’ self-identified citizenship
or immigration status and to reject job
candidates by using a variety of rejection
codes including "not authorized to work/
ITAR ineligible.”

m Company officials making explicit references
to citizenship or immigration status as
the basis for refusing to hire an asylee or
refugee, such as “non-ITAR candidate”, "not
USC or green card”, “"doesn’t meet ITAR”, and

"doesn’t meet U.S. resident requirement.”

In order to support its claim that SpaceX's
rationale for its hiring practices was not legally
sound, DOJ’s suit also helpfully lays out
relevant legal requirements from the INA and
U.S. export control laws, as summarized in

the following table:
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Under the INA Under U.S. Export Control Laws

m After an individual is granted asylee or
refugee status by the U.S. government they
have indefinite permission to live and work
in the United States.

m The INA prohibits citizenship status
discrimination at all stages of the hiring
process including recruiting, screening
candidates, interviewing, and in deciding
who to hire.

B These asylees and refugees are protected
from discrimination in hiring based on
citizenship status, unless the discrimination
is required in order to comply with a law,
regulation, executive order, government
contract, or determined by the Attorney
General.

B That means that generally an employer
cannot deter applicants, refuse to consider
them, or reject them for a job because of
their citizenship or immigration status.
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®m Employers are restricted from exporting
certain goods, software, technology, and
technical data, often referred to as "export-
controlled items”, without U.S. government
authorization.

m "U.S. persons” working for U.S. companies
can access export-controlled items without
authorization of the U.S. Government.

m A"U.S. person”includes a U.S. citizen or
national, a lawful permanent resident (green
card holder), and refugees or asylees.

m U.S. export control laws require employers
to apply for U.S. Department of State or U.S.
Department of Commerce authorization
before a foreign person employee accesses
export-controlled items.

m SpaceX regularly conducts export
compliance assessments, a process to check
whether employees require authorization to
access export-controlled items.

m U.S. export control laws do not contain
employment or hiring restrictions, and
they also do not prohibit hiring asylees or
refugees. Therefore, they do not create an
exception to hiring discrimination under
the INA.
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HOW CAN COMPANIES COMPLY?

U.S. export controls are complex, and companies
may inadvertently implement restrictive hiring
procedures in a well-intentioned attempt to
limit access to sensitive U.S. technology and
minimize the risk of an export compliance
violation. In other cases, employers may be
tempted to restrict hiring to U.S. persons in
order to reduce the often significant compliance
costs that accompany obtaining and remaining
in compliance with export licenses. But neither
motivation is a defense to discrimination in the
hiring process.

Rather, companies must invest the resources
necessary to comply with both federal anti-
discrimination statutes and export control laws.

In April 2023, DOJ published guidance
titled “How to Avoid Immigration-Related
Discrimination when Complying with U.S.
Export Control Laws” to assist industry

with creating compliant hiring procedures.
According to DOJ’s guidance, the following
steps are key:

Review current job postings.

Do not limit recruiting or hiring based on
citizenship status, nationality, or immigration
status (unless required by law, regulation, or
government contract, or executive order —
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not including export control laws which do not
impose such a restriction). Even if the role will
require access to export-controlled hardware,
technical data, or technology, do not include
restrictive language such as:

m "This role is restricted to U.S. Citizens”

m "Only U.S. Citizens or Green Card Holders will
be considered for this opening”

®m "Must present U.S. birth certificate prior to
employment”

Do explain “U.S. Persons” include more than
U.S. citizens. Make sure that your job postings
make clear that under U.S. export controls laws,
“U.S. person” includes U.S. citizens, U.S. lawful
permanent resident aliens (green card holders),
U.S. asylees, and U.S. refugees.

Don’t require new hires to provide Form
I-9 documents that prove U.S. citizenship.

The Form I-9 process requires employers to
review documentation to check if someone
they have hired has permission to work in the
United States. The Form -9 process should not
be used to check proof of someone’s citizenship
or immigration status. During the Form [-9
process, workers are allowed to present Form
[-9 documentation of their choice from the
Lists of Acceptable Documents.

CONTINUED
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Ensure your Form I-9 process is separate
from your export compliance assessments.

Companies must do export compliance
assessments for personnel whose job duties

will require them to access export-controlled
products, technical data or technology. Only

do export compliance assessment for those
workers whose positions require working with
export-controlled items. This export compliance
assessment must be conducted separate and
apart from the verification of identity and
employment eligibility.

Explain the need for certain documentation.

If you ask employees whose job requires
access to export-controlled items to provide
documentation of their citizenship or
immigration status, explain you are doing so to
determine if export authorization is required.

Do not store export compliance
assessments records with Form I-9 records.

If you copy documents as part of an export
compliance assessment, store them separately
from Forms I-9 and any |-9 attachment. Storing
these documents together may create an
appearance that the employer asked the
employee for specific or more documentation
or limited their choice of documentation, in
violation of the INA.

If you have any questions concerning the
material discussed, please contact a member
of Wiggin & Dana’s International Trade
Compliance Team or Business Immigration
and Compliance Team.

This publication is a summary of legal principles. Nothing in this article constitutes legal advice, which can only be obtained as a result
of a personal consultation with an attorney. The information published here is believed accurate at the time of publication, but is subject
to change and does not purport to be a complete statement of all relevant issues.
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